
Setting Up Multi-Factor 
Authentication in Okta 

In order to provide greater security for your Skidmore credentials, it is a good idea to turn on 
Mutli-Factor Authentication (MFA) for Okta. What this does is require an additional item, 
beyond just your password, to allow you into Okta (and thus various Skidmore resources). 
Multi-factor authentication can be as simple as a special code generated by an app, or it can 
be a code sent to your phone via SMS (text message).


For best security, we recommend using a code generated by an application, such as the Okta 
Verify app, Twilio Authy app, or the Google Authentication app.


Here are the various Multi-Factor Authentication methods you can choose and how you’ll get 
the code you’ll need to log into Okta using that method.


• SMS (text message): the code will be sent to your phone as a text message.

• Email: the code will be sent to your Skidmore email. 
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• Voice Call: an automated phone call will ring your cell phone and read the code to you 
out loud.


• Okta Verify: this is an app you need to download from either the Apple App Store or the 
Google Play store. You setup the app by taking a photo of a barcode (QR code) from 
inside the app. The QR code is presented by the Okta system when doing the setup. 
When asked for a sign-in code, you open the app and then use the appropriate code. 
Codes presented by apps are only valid for a very short period of time (then another code 
will be generated).


• Google Authenticator: this is an app you need to download from either the Apple App 
Store or the Google Play store. You setup the app by taking a photo of a barcode (QR 
code) from inside the app. The QR code is presented by the Okta system when doing the 
setup. When asked for a sign-in code, you open the app and then use the appropriate 
code. Codes presented by apps are only valid for a very short period of time (then 
another code will be generated).


• Twilio Authy: this is an app you need to download from either the Apple App Store or the 
Google Play store. You setup the app by taking a photo of a barcode (QR code) from 
inside the app. The QR code is presented by the Okta system when doing the setup. 
When asked for a sign-in code, you open the app and then use the appropriate code. 
Codes presented by apps are only valid for a very short period of time (then another code 
will be generated).


Note: you will need your phone and a separate computer to set this up. 

 We hope, in the future, to allow this option to send an email to a non-Skidmore address, in 1

case you get locked out of your Skidmore email.
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1. Log into Okta using your username and password. You can reach Okta directly at: https://
skidmore.okta.com/  If this is the first time you’re logging into Okta on the browser you’re 
currently using, you’ll need to use your full email address rather than just your username. 
Once you’ve done that, you’ll be able to use your username (and not 
username@skidmore.edu) to log into Okta.


2. Once logged in, you’ll see all the “apps” or web applications (e.g. student system) you have 
access to. In the upper right, click on your name to show a menu.


3. You should see this menu. Click on “Settings”.
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4. You should see your Okta Settings page.


5. Go to the section “Extra Verification” and click the “Setup” button next to the one you want 
to setup. In this example, since I have already setup “Okta Verify” as my MFA app, I’m 
going to setup Google Authenticator. If you ever need to remove an MFA from your Okta 
login, you can do that here by pressing the “Remove” button. 

6. Click the “Setup” button next to Google Authenticator. You should see this screen.
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7. Enter your password. This is a security step to ensure that it is you changing these settings.

8. You’ll be asked if you want to setup the Google Authenticator. Press the “Setup” button.


9. You’ll then be asked what kind of device (phone) you use. Pick either iPhone or Android 
phone. In either case, download the app to your phone from the correct app store.


10. Once downloaded, run the app. For the iPhone app, click on the + symbol in the bottom 
right.


11. You’ll then be asked to “Scan a token” and the camera on your phone will activate.

12. On the Okta web page on your computer, press the “Next” button. You’ll be presented with 

a QR code or square barcode. Point your phone so that the camera picks up the QR code 
in the center of the screen. The app should automatically sense the code and go to the 
next screen.


13. You will be presented with the main screen of the Google Authenticator, and a code should 
be listed for “skidmore.okta.com”.


14. On the Okta web page, press the “Next” button under the QR Code. You’ll be asked to 
enter the code from the Google Authenticator. This code changes regularly but enter the 
one you see on the screen in the box provided on the web page. If you get an error, you 
can enter the code again.


15. Once you’ve successfully entered the code, you are now done with setting up an MFA 
method with Okta. See the section “Using MFA” for more information.
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If You Lose Your Phone 
If the phone you setup MFA on is lost or stolen, you will have to get in touch with the Help 
Desk, via phone or email, to get your MFA method reset. You’ll need to have your Skidmore ID 
number handy.
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Using MFA 
Whenever you log into Okta on a new device, you’ll be asked to enter a verification or MFA 
code. You may also be asked to provide a code when logging into a known device or device 
you’ve logged into before, after 30 days since the last time you logged in.


When asked to provide a login or MFA code, follow these steps:

1. On the phone where you installed the MFA app (e.g. Authy, Google Authenticator, Okta 

Verify), open the MFA app.

2. Look for “skidmore.okta.com". Enter the code shown on the screen into the Okta request 

on your computer (or tablet or phone).

3. Note the code changes very rapidly. If you enter the code and it doesn’t take, try the new 

code displayed after the timer runs out.
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