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A Few Words on the Basics

aS an FIREFIGHTER PH'I'SlOLGGlCAL MONlTORING
e ———— e individual TECHNOLOGY 4. @
. . . NFPA 1000 * Fire Service Accreditation and Certification Systems
« NFPA Professional Qualification SEPALIL e
NFPA 1003 * Airport Fire Fighter
Stan d a rd S NFPA 1005 * Marine Fire Fighting for Land-Based Fire Fighters
. . NFPA 1006 « Technical Rescue Personnel
 Emergency Medical Service NFPA 1021
NFPA 1026 * Incident Management Personnel
I NFPA 1031 « Fire Inspector and Plan Examiner
CrEde ntl als NFPA 1033 * Fire Investigator
. . . NFPA 1035 * Public Fire and Life Safety Educator
« Public Safety Officer Benefits NFPA 1037 <Fre st
NFPA 10_41 * Fire Service Instructor
NFPA 1051 « Wildland Fire Fighting Personnel
¢ Oth e r e NFPA 1061 * Public Safety Telecommunications Personnel
NFPA 1071 « Emergency Vehicle Technician
NFEPA 1072 » HazMat / Weapons of Mass Destruction Responder Personnel
NFPA 1081 * Facility Fire Brigade Member
NFPA 1091 « Traffic Control Incident Management
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A Few Words on the Basics

Who is a Fire Fighter?

Working
with
Fire Departments
and
Fire Brigades

. RESEARCH FOUNDATION
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as an *“Eumﬁvﬁwmci MomTomYNG
organization | SUMM|TA@
Technical ’ Hazardous
Rescue Materials
| Combination Departments
l e \
Tribal Private
REGIDI',FSTATE ndustrial
Municipal Fire Department EMS T J— Wildland

\ | Volunteer Departments | I Career Departments |

Non- Structural
Structural Fire

FF ~ Fighting
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. TECHN LOGY
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Technical ’ Hazardous
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FEDERAL A
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’ FEDERAL
- wildland Military Other -
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Wildland Port Authorities Other REGIONAL/STATE “'_ neustrial)
A .
LOCAL GOVERNMENT EMS LOCAL GOVERNMENT Wildland
Municipal Contract Other Municipal Contract

Shipboard

Wildiand Tech Rescue Other

\ == ==

| Volunteer Departments | I Career Departments |
Non- Structural
Structural Fire

FF ~ Fighting

© Fire Protection Research Foundation. All Rights Reserved.




A Few Words on the Basics
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FEDERAL
Wildland Military Other a
Private
REGIONAL/STATE (Industrial)
Wildland Port Authorities Other (Mines)
LOCAL GOVERNMENT EMS
Municipal Contract Other

Technical ’ Hazardous

| Combination Departments

A

FEDERAL

Military Other

Rescue Materials
y <> \ ’M\

REGIONAL/STATE (indutrial)
Widiand  Port Authorities {hliase)
h

LOCAL GOVERNMENT

Wildland
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Non- Structural
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A Few Words on the Basics

Who is a Fire Fighter?

Working
with
Fire Departments
and

as an

organization
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TECHNOLOGY
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PRESENTED BY:

- Wildland Military Other _
Tribal ¥ Private
o
Wildland Pormgbﬂﬂs Other  {Mines}
EMS
pal Contract Other _

Fire Brigades

ARFF
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A Few Words on the Basics

Who is a Fire Fighter?

Working
with
Fire Departments
and EMS
Fire Brigades

Technical ' ’ Hazardous

\
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as an

organization
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TECHNOLOGY
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Materials

\

Wildland

/

Non- Structural
Structural Fire
FF ~ Fighting

Rescue

Technical ’ Hazardous

Rescue Materials
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FEDERAL
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A Few Words on the Basics

What is Wearable Technology?

* Generally focused on
the Personal (and
Personnel) Area
Network

o Carried directly by a
fire fighter

. RESEARCH FOUNDATION

RESEARCH FOR THE NFPA MISSION

Chemical &
external
temperature
sensors

Health status sensors

unit & wireless
communication
module

Chemical &
external
temperature
sensors

~y

Microprocessor

© Fire Protection Research Foundation. All Rights Reserved.
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A Few Words on the Basics

FIREFIGHTER PHYSIOLOGICAL MONITORING

~ Y-13- - TECHNOLOGY
YAY YAY, J S| MMIT 4

Examples:
« Smart Physiological Monitoring Lo
— (e.g., SMARTER, WASP, PHASER, etc.) £
e Smart Accountability/Tracking
— (e.g., GLANSER, etc.)
* Programmatic Efforts
— (e.g., DHS Next Gen First Responder,
UNM Cyber ESE FF)
» Targeted Delivery Technology
(e.g., Tanagram, etc.)

Physiological Health
Assessment System for
Emergency Responders

+ DHS initiative

* Focus: Reducing
cardiovascular risk

* Big Question: How to
implement the
technology?

. RESEARCH FOUNDATION — -
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A Few Words on the Basics

FIREFIGHTER PHYSIOLOGICAL MONITORING

What is Wearable Technology? WS&WEA@

Examples:
« Nanotechnology Essentials of
« Electronic Textiles Nanotechnelogy
* Biomedical Systems
— Embedded
— Attachable
e Other...
"RESEE&SRCEH&]RRTEE";IFPE\?SE(EDATION © Fire Protection Research Foundation. All Rights Reserved. 14
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Fire Service Electronic Safety Equipment

Other Professions TECHNOLOGY , @)

e Comparison of

Professions Usmg INTEROPERABILITY HazARD EXPOSURE INTENSITY OF
Inte roperable E SE lIEATIﬂN STATUS DURATION EXPOSURE
UCTURAL
BASELINE EVOLVING SHORT EXTREME
FIRE FIGHTING
1 AVIATION RELATIVELY MATURE MODERATE Low
MILITARY
2 RELATIVELY MATURE SHORT MODERATE
(GROUND FORCES)
Structural |
Fire 3 SPACE miti v LONG EXTREME
" Fighting PROVEN
— 4 UNDERWATER EVOLVING MODERATE MODERATE
RESEARCH FOUNDATION 16
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Fire Service Electronic Safety Equipment

FIREFIGHTER PHYSIOLOGICAL MONITORING

Characteristics & Attributes TECHNOLOGY . @)
» Basic Categories of
Emergency
Responder ESE

Fire Fighter

Electronic Safety Equipment

Commun-

Environmental Physiological
ications Monitoring

Sensory Tracking /
Monitoring Support Location

(Equipment to Equipment Communications )
RESEARCH FOUNDATION

RESEARCH FOR THE NFPA MISSION
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Fire Service Electronic Safety Equipment

FIREFIGHTER PHYSIOLOGICAL MONITORING

Characteristics & Attributes TECHNOLOGY , @&

* Application and
Delivery of ESE

DELIVERY
Fire Fighter

Electronic Safety Equipment

0 0 O Q roun
2
Z| Robetics
Enviros | ol | Sensory a
44

. RESEARCH FOUNDATION
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Fire Service Electronic Safety Equipment

FIREFIGHTER PHYSIOLOGICAL MONITORING

Characteristics & Attributes TECHNOLOGY . '@

- | SUMM|T
« Key Interoperability - N
Performance fc « Ergonomics
Characteristics for
ESE

SInSHIoIDEIEY) [E1ID9[3-UON 19410

Other Non-Electrical Characteristics

¢ Donning
& Doffing

. RESEARCH FOUNDATION % g 19
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Fire Service Electronic Safety Equipment

aracteristics « Attripbutes

« ESE Component
Attributes

« A.K.A, the “lllities”

« Failure of any single
attribute will likely
result in unsustainable
proliferation

. RESEARCH FOUNDATION
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Availability

n m

Availability: ability to be obtained
Durability: ability to fast
Maintainability: ability to be serviced
Operability: ability to function
Relighility: ability to perform as expected
mbf.'!rg ability to not introduce prob!ems

.,

= rlrerogembmt[ N Operability -
/ ability to function on a Compatibility:

ability to co-exist with
similar equipmen

common platform with
similar equipment

FIREFIGHTER PHYSIOLOGICAL MONITORING
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Fire Service Electronic Safety Equipment

FIREFIGHTER PHYSIOLOGICAL MONITORING

Characteristics & Attributes TECHNOLOGY , @)

« Operational Hazards T/
to/from ESE et @0

" to ESE

to ESE

(Examples of Operational Hazards te Components) o

. RESEARCH FOUNDATION
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Fire Service Electronic Safety Equipment

" ntrinsic Safety

* Overview of Fireground
Intrinsic Safety

* In addition to impact to
the equipment from the
environment, also
concerned with impact to
the environment from the
equipment (e.g., igniting
a flammable gas)

. RESEARCH FOUNDATION
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FIREFIGHTER PHYSIOLOGICAL MONITORING

TECHNO LOGY
e SUMMIT

\

FIRE GROUND
ENVIRONMENT

i>'
& - %

ImpacT TO
EaquiPMENT

E

IMPACT FROM
EQUIPMEN

FiRe GROUND
ENVIRONMENT

K [ ExampLe: NEED FOR INTRINSICALLY SAFE EQUIPMENT ] /

4@
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Fire Service Electronic Safety Equipment

Intrinsic Safety TECHNOLOGY ")

 Overview of
Hazardous
Environments
for Electrical
Equipment

RESEARCH FOUNDATION
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© Fire Protection Research Foundation. All Rights Reserved.

CLASS II CLASS Il
HAZARDOUS ) . ) N
SUBSTANCE Combustible Gases Combustible Dust Combustible Filings

DIVISION1  DIVISION2 DIVISION1 = DIVISON2 | DIVISION 1  DIVISION 2
HAZARDOUS

PRESENCE Normal Abnormal Normal Abnormal Normal Abnormal
DAMAGE & BEeLylehe F Combustible Metal Dusts
B Hydrogen Equivalents F Carbonaceous Dusts None

POTENTIAL o . q
- CEthylene and Similar G Grain, Wood, Plastic Dusts

23



Fire Service Electronic Safety Equipment

~Intrinsic Safety PR

o ESE Intrinsic Safety

Availabilit
Trade-offs _— —
 What classification tlz - — -
. . E % aracteristics
should fire fighter ESE HE oover f-’.?i“;ii
be designed to? T . g;ew

e,

ESE Component
Attributes

Fire Fighter
Equipment Type

ESE Intrinsic Safety Trade-offs
Division1??? or Division2???

. RESEARCH FOUNDATION

RESEARCH FOR THE NFPA MISSION 24




Fire Service Electronic Safety Equipment

Intrinsic Safety

Overview of Fire
Service Hazardous
Environments

RESEARCH FOUNDATION
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FIREFIGHTER PHYSIOLOGICAL MONITORING

TECHNOLOGY
emmEm SUMMIT

Traditional Intrinsic Safet

Hazardous Environment
(e.g., petrochemical application)

= IS Equipment permonently Instolled
* Hazardous enviranment defined as Divl or 2
- Continuous hozardous environment (Div 1), or
Occasional hozardous envirenment (Div 2}

[

_ﬂu'(u ] (.

Permanently
Installed 1S
Equipment

Fire Service Intrinsic Safety

Hazardous Environment
(e.g., residential gas leak)

= Hazardous environment not well defined

* Installed electrical equipment inchudes:
- Non 15 equipment (likely), andfor
15 equipment {possibile)

Fire Fighter ESE includes:

Ol Grrmnrnnns

(] il
é == 1

* Likely: 15 Div1 (e.g., PASS)
* Possible: 15 Div 2 {e.q., Thermalimager)
* Possible: 15 Div 2 (e.g., Portable Radios)

= Passible: Non IS {e.qg., cell phone)

© Fire Protection Research Foundation. All Rights Reserved.
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Ina Sea of Data
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Data, Data, In a Sea of Data

FIREFIGHTER PHYSIOLOGICAL MONITORING

PrOCESSING, DENVErNG LIt §PNE

 Based on the Project Report

available on the FPRF and NIST NIST Special Publication 1101
websites Research Roadmap

for Smart Fire Fighting

Summary Report
-

Smart
Fire Fighting

®

nnnnn

mmmmm

. RESEARCH FOUNDATION

RESEARCH FOR THE NFPA MISSION
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Data, Data, In a Sea of Data

, Processing, Delivering

« The New Era of Cyber Physical Systems

* World of Cyber Physical Systems composed of
three basic areas:

1) Gathering of data (communication)
2) Processing of data (computation)
3) Use of data (targeted decision-making)

FIREFIGHTER PHYSIOLOGICAL MONITORING

TECHNO LOGY
e SUMMIT

Smart
Fire Fighting

4@

. RESEARCH FOUNDATION

RESEARCH FOR THE NFPA MISSION
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Data, Data, In a Sea of Data

FIREFIGHTER PHYSIOLOGICAL MONITORING

Our Changing World TECHNOLOGY , ")

emmEm SUMMIT

 Today's World is
Increasingly
Sensor Rich

TECHNOLOGY
COMPUTER STORAGE ‘
PROCESSING SPEEDS CAPACITY

One Exabyte = 1 x 10*® Bytes

. RESEARCH FOUNDATION 29

RESEARCH FOR THE NFPA MISSION © Fire Protection Research Foundation. All Rights Reserved.




Data, Data, In a Sea of Data

« Example: Smart Phones

 Purposes they serve:
— Communication
— Recording
— Sensing
— Information
— Other :
e Portal into another E I o i
world...

e
- '
oo ..

RESEARCH FOUNDATION

RESEARCH FOR THE NFPA MISSION

* Tt ,*,.-'rf“.*'

Lot 4@

SM-RTER

Crowds at Papal
Elections in 2005 & 2013

(Courtesy of NBC News)
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Data, Data, In a Sea of Data

FIREFIGHTER PHYSIOLOGICAL MONITORING

Our Changing World TECHNOLOGY , @)

= SUMM|T

« “Data.is the new oil. It's
valuable, but if unrefined it
cannot really be used. It has to
be changed into gas, plastic,
chemicals, etc. to create a
valuable entity that drives
profitable activity; so must data
be broken down, analyzed for it
to have value.”

 Clive Humby, UK Mathematician &
architect of Tesco’s Clubcard, 2006

. RESEARCH FOUNDATION

RESEARCH FOR THE NFPA MISSION © Fire Protection Research Foundation. All Rights Reserved. 31




Data, Data, In a Sea of Data

FIREFIGHTER PHYSIOLOGICAL MONITORING

< G TECHNOLOGY , @
J VW NOLOGY 4. @

Rank 2011 {as of 31/Dec) 2016 (as of 30/Mar) 2017 (as of 31/Dec}
1 Exxon Mobil - $4178 Apple Inc - $597B Apple Inc - $869B8
2 PetroChina - $326B Alphabet - $515B Alphabet - $727B
3 Apple Inc. - $3218B Microsoft - $434B Microsoft - $660B
4 ICBC - $251B Amazon Inc. - $356B Amazon Inc. - 5563B
5 Petrobras - $2478 Berkshire Hathaway - $3508 Facebook - $513B
6 BHP Billiton - $247B Exxon Mobil - $3478 Tencent - $493B8
7 China Construction Bank - $232B Facebook - $326B Berkshire Hathaway - $4898
8 Royal Dutch Shell - $2268 Johnson & Johnson - $301B Alibaba Group - $441B
9 Chevron Corporation - $2268 General Electric- $296B Johnson & Johnson - $375B
10 Microsoft - $213B Wells Fargo - $2468 IPMorgan - $371B

Notel: Publicly traded companies having the greatest market capitalization.
Note2: This list is based on the Financial Times Global 500 rankings.

Comparing the Top Ten Public Corporations
2011, 2016 and 2017
RESEARCH FOUNDATION -

RESEARCH FOR THE NFPA MISSION




Data, Data, In a Sea of Data

FIREFIGHTER PHYSIOLOGICAL MONITORING

Our Changing World TECHNOLOGY , ")

~ Data Pre- Data
Processing Integration

How is Crude Oil Refined?

RESEARCH FOUNDATION

RESEARCH FOR THE NFPA MISSION © Fire Protection Research Foundation. All Rights Reserved.
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Data, Data, In a Sea of Data

The DIKW Pyramid TECHNOLOGY ')

On the backbone of Technology,

we harvest Data @ Desty,, Red Light '
Data given context yields A - Wisdom (Applied): |
Information should stop the vehicle!

« Knowledge (Context):
The traffic light before me
has turned “red”.

* Information (Meaning):
The East traffic light at 1st
and D streets has
changed to “red”.

« Data (Raw): The color
“red” RGB 255.1.1

Information given meaning
yields Knowledge

Knowledge given insight yields
Wisdom

With Wisdom comes Power
to control your destiny

. RESEARCH FOUNDATION

RESEARCH FOR THE NFPA MISSION © Fire Protection Research Foundation. All Rights Reserved. 34




Data, Data, In a Sea of Data

The DIKW Pyramid msﬁm} 4@

On the backbone of Technology,
we harvest Data

Data given context yields
Information

Information given meaning
yields Knowledge

Knowledge given insight yields
Wisdom

With Wisdom comes Power
to control your destiny

Firefighter Needs Help

Ooﬁvol Des,,;?k

« Wisdom (Applied): RIT
needed on side B near
2™ hallway door

« Knowledge (Context):
Immediate intervention is
needed based on fire
condition and FF location

+ Information (Meaning): FF
needs assistance

+ Data (Raw): Mayday
alert signal with GPS

location

. RESEARCH FOUNDATION

RESEARCH FOR THE NFPA MISSION © Fire Protection Research Foundation. All Rights Reserved. 35




Data, Data, In a Sea of Data

The DIKW Pyramid TECHNOLOGY , '3,

On the backbone of Technology,
we harvest Data

Data given context yields
Information

Information given meaning
yields Knowledge

Knowledge given insight yields
Wisdom

With Wisdom comes Power
to control your destiny

Long Term Health & Wellness

1) What's in it for me?
2) What’s in it for we?

DATA IS
NEEDED!

. RESEARCH FOUNDATION

RESEARCH FOR THE NFPA MISSION © Fire Protection Research Foundation. All Rights Reserved. 36
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Thoughts for the Future

The Greatest Challenges JECHNOLOSY 4. @

« Technological development is NOT
the greatest challenge

 We are rapidly solving the
technological challenges, but the
greater challenges that are surfacing
are legal, social, cultural, etc.
(e.qg., privacy of data, confidentially,
proprietary information, competition,
and so on).

(W) RESEARCH FOUNDATION

—  RESEARCH FOR THE NFPA MISSION © Fire Protection Research Foundation. All Rights Reserved.




Thoughts for the Future

FIREFIGHTER PHYSIOLOGICAL MONITORING

TECHNOLOGY . ¢
e SUMMIT @

ﬁl-LDE@

« We do not
necessarily need to
invent or re-invent
anything, but
instead work with DR —
others who can and

* Wearables need to be able to

W s o7y
.

Wearables for
Physiological
Monitoring
and the DoD

Glory Avifia
HIMAC Subject Matter Expert -
(Livermare)

Gregory Nichol
HEAAC Subject Matter Expart '—LDM _____

March 22, 2018 b

Harsh conditions: temperature, elements, netwark connectivity, efc

are doing this NOW | - memssnesisecomes | S

= Not just a snapshot, but reaktime

*  Not just a piece, but holistc data of human performance

1 dats i i :
(e.g. I I Illltary = Wearables need to be able to provide useful data - Improving robustness of devices in
1 ! *  Reliable, valdated, accuratety capture human performance mpom Hﬁgvmmﬁ%
1 = Data neads to diff b Ith and = Enhance soldierhuman perfarmance
I n u S ry, e C . chem-bio exposures :_m\o:gﬁ llllll added weight or
I5CO!

+  Use of human-subjects studies
= Future DoD RAD that quantifies

= Data needs to be processed and analyzed in real time physiclogical, cognifive, and biological
«  Build statistical models that are precictive of human performance data with innovative wearable technology

ey

ey

RESEARCH FOUNDATION =
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Thoughts for the Future

FIREFIGHTER PHYSIOLOGICAL MONITORING

The Cost of Success (Dangers) TECHNOLOGY , @&
* With Progress

: U.S. military reviewing its rules after
will come fitness trackers exposed sensitive data

Setbacks

* Going forward,
what will be the
weakest link?

GPS1n em R company Strava published an interactive map in Nov. 2017, showing where pecple nave used
fitrieas traching g devices., (i

BEIRUT — The U.S. military said Monday that it is reviewing its guidelines for
the use of wireless devices at military facilities after revelations that popular
fitness apps can be used to expose the locations and identities of individuals

RESEARCH FOUNDATION

RESEARCH FOR THE NFPA MISSION © Fire Protection Research Foundation. All Rights Reserved. 40




Thoughts for the Future

The Cost of Success (Dangers) TECHNOLOGY . @&

* With Progress

will come THE WALL STREET JOURNAL

Setbacks — |
Whit's Newi Facebookin Prwacy Breach

Top-Nanked Applicatisns Transeit Ferssnal Ik, a Josrem! froestigation Finids
o - T " -

* Going forward,
what will be the
weakest link?

. RESEARCH FOUNDATION

RESEARCH FOR THE NFPA MISSION
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Thoughts for the Future

FIREFIGHTER PHYSIOLOGICAL MONITORING

nnovative Use of Data TECHNOLOGY )

® Case Study C @ Secure | hitps/iresearchfb.oom J-social-media-data-to-help-measure-smoke -exposure + | & Secute | MO/ ireseatch i comiacy

% Bookmaris G Google [ BGF [ ChN o NEPA o FREF [ nnFRa ) Doodle Concer  |f) Ve @ Trmis-NH o RS _—
Exam ple . . § = s A N R G e
.. Getting the disaster maps data into the right
Data Mining hands
. 2015-08-16
of Social

Fccek . H%Sorellﬂe Product
Media

jegsuremeants

This anij ion illustrates Facebook users posting a\bou't Ma‘df.rre smoke (indicated by red, yellow
and orange). These posts are compared with 1 of smoke in the
atmosphere, and surface measurements of particles {colored circles), during August 2015, Credit:
Bonne Ford

. RESEARCH FOUNDATION
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Thoughts for the Future

FIREFIGHTER PHYSIOLOGICAL MONITORING

I\ ' TECHNOLOGY . ¢
- e SUMMIT @

° Case Study 3 O & Secone | i - m“ '

Example:

- Dataminr Alerted First Responders 42 Minutes Ahead of

Data Mining Major News Coverage

of Social

Media

RESEARCH FOUNDATION

RESEARCH FOR THE NFPA MISSION 43




Thoughts for the Future

vvnere Next. Lase study

 Where will Wearable Technologies go next?
 As a Case Study: Consider Hearing Aids

Fire Fighters with Hearing Impairments Need

Assistance.

Why Is This Not Being Developed for All Fire Fighters,

with Features to Optimize Fireground Work?

Allow setting for an individual’'s hearing (needed or not)
Optimize/enhance certain sounds (e.g., radio, mayday, etc.)
Muffle/cancel certain sounds (siren, saws, etc.)

Satisfy the “lllities”, and make available for all fire fighters
Vision: standard helmet attachment

. RESEARCH FOUNDATION

RESEARCH FOR THE NFPA MISSION

FIREFIGHTER PH'I’SIOLO'GICAL MONITOHING

TECHNO
| SUMM|T A@
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FPRF Website: www.nfpa.org/Foundation
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